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1 Introduction 
When PSD2 is deployed in Europe, users will  be able to take advantage of services offered  by Third Party 

Providers (TPPs) to trigger  payments or to view account information.  These users will  typically  start  

interacting  on the TPPõs user interface . However, at the point  when a TPP will  request from an Account 

Servicing Payment Service Provider (ASPSP) access to a userõs account(s),  the PSD2 Regulatory Technical 

Standards (RTS) for  Strong Customer Authentication  (SCA) require  that  the user be strongly authenticated  by 

the ASPSP and demonstrate  that  he/she  has provided consent for  the operation  that  the TPP is requesting to 

execute. 

The Strong Customer Authentication  requirement  introduces challenges in the customer experience as there  

are no longer just  two parties involved,  the user and its bank, but  three : The end user journey  starts and ends 

on the TPPõs user interface.  

TPPs will  interface  with  the ASPSPs via open APIs. A number of standardization  bodies have released drafts  of 

such Open APIs, for  example the Open Banking Implementation  Entity  (OBIE) in the UK, STET in France and the 

Berlin Group for  various European countries.  

These specifications  describe how Strong Customer Authentication  should be implemented  and several  models 

have been defined,  if  not (yet)  fully  specified: the redirection,  decoupled and embedded models. At the time  

of this paperõs release, a potential  delegated model is also being discussed. These models vary in the way the 

user interacts  with  the TPP and the ASPSP and have a deep impact  on both the user experience and the 

security  of the userõs financial  accounts. 

This paper examines the advantages and drawbacks of the different  SCA compliant  authentication  models and 

outlines how FIDO compliant  solutions deliver  the best user experience in any of these models, in way that  

meets the needs of TPPs and ASPSPs. 

2 Glossary of terms 
AISP Account Information  Service Provider.  For example, a provider  of account aggregation 

services. 

ASPSP Account Servicing Payment Service Provider.  Typically,  the bank holding the accounts 

eIDAS Electronic  Identifica tion  And trust  Services (REGULATION (EU) No 910/2014).  Referred to 

in the RTS for  the provision of qualified  certificates  to identify  TPPs 

IDP Identity  Provider in a federated  identity  ecosystem 

OTP One Time Password 

PISP Payment Initiation  Service Provider 

PSU Payment Service User. The user providing consent to a TPP to access its accounts 

RTS Regulatory Technical Standard. In the context  of this white  paper,  RTS refers to the RTS 

on Strong Customer Authentication  and Common and Secure Communication 

SCA Strong Customer Authentication  

TPP Third Party Provider:  an AISP or a PISP 

XS2A Access to Account (for  the purpose of initiating  a payment or retrieving  account 

information)  
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3 The basics of FIDO Authentication 
 

3.1  FIDO authentication  

The figure  below illustrates  the basic two step user authentication  mechanism provided by the FIDO standards. 

The figure  also maps PSD2 terminology  with  terminology  used in the FIDO standards: 

 

 

 

How FIDO Works 

To authenticate  with  FIDO, the Payment Service User (PSU) must  have a FIDO authenticator  that  can either  be 

integrated  in a general purpose device (e.g.  Smartphone, Laptop) or be a separate device (e.g.  Security Key, 

smart card).  

User verification 

The first  step of FIDO authentication  is the user verification  step that is performed  off -line,  locally,  by the 

authenticator.  This user verification  step can be: 

- A verification  of user presence whereby the user makes a pro-active  gesture with  the authenticator  

(for  example,  touches a security  key or taps an NFC card on a reader).  

- The verification  of a PIN code or of biometric  data by the authenticator.  In this case, the local user 

verification  constitutes  one of the authentication  factor s mandated by the RTS. 

The local user verification  step is a pre-requisite  for  the on-li ne authentication  step.  

On-line authentication 

The on-line  authentication  step proves the possession of the FIDO authenticator  and constitutes  a second 

factor  of authentication  mandated by PSD2. In this step,  the ASPSP server sends a message to the 

authenticator  which is then cryptographically  signed by a private  key stored in the authenticator.  The signed 

response is returned  to the ASPSP and its positive  verification  serves as proof  of possession. 

The FIDO standards are based on public  key cryptography.  The private  key is the Personalized Security 

Credential  described in the RTS. It  is part  of a key pair randomly generated by the Authenticator  itself  and is 

not known to any other  party . At the generation time,  the associated public  key is sent in a protected  way to 

the ASPSP. 
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The Authenticator  maintains dedicated  Personalized Security Credentials (private  keys) for  each ASPSP. For 

example,  if  the PSU has accounts at ASPSP1 and ASPSP2, the Authenticator  would store differen t  Personalized 

Security Credentials for  ASPSP1 and ASPSP2, each being restricted  for  use with  the respective ASPSP. 

 

3.2  Authenticators  

FIDO authenticators  exist in several implementations  and are classified as shown in the table  below:  

 

 

Example of FIDO authenticators  

Deployment and reach 

The reach of the SCA solution is a key aspect of PSD2 compliance:  the mandate for  a possession factor  requires 

that  ASPSPs deploy devices to all  of their  users. This may mean that  multiple  devices have to be deployed and 

supported  by the ASPSPõs authentication  server. 

 

 

Multi -channel/multi -device based authentication  

 

The power of FIDO standards ð and the value they offer  to ASPSPs and TPPs ð is that  they ensure that  a FIDO 

certified  application  will  securely interoperate  with  any FIDO certified  device, whichever its form factor ,  at a 

cost point  that  reflects  an open, competitive,  interoperable  marketplace  of standards-compliant  commercial  

products.  
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3.3  Registration  

When a user registers with  an ASPSP, he/she  may use the FIDO authenticator  provided by the ASPSP but  also 

use an authenticator  already in his/her  possession.  Note that  many smartphones and laptops ship from the 

factory  with  FIDO authenticators  already built  in,  making FIDO authentication  a natural,  low-friction  approach 

to fulfill  SCA requirements.   For example,  the FIDO Alliance has recognized Windows 10 and Android as 

reference  implementation  platforms  compliant  with  FIDO standards, and Chrome, Firefox,  and Edge as 

reference  implementation  web browsers compliant  with  FIDO standards. 

As part  of the registration  process, the ASPSP will  verify  that  the userõs authenticator  is genuine and matches 

its policy (for  example in terms of biometrics  supported,  of biometrics  accuracy, of security  environment,  

etc.).  This is achieved by means of retrieving,  from a trusted  provider,  the characteristics  or òmetadataó of 

the authenticator .  

Authenticator  characteristics  may be available to ASPSPs through Metadata servers such as FIDOõs public  MDS 

server (see https://fidoalliance.org/mds ).  This is a free,  open, global registry  of all  FIDO certified  

authenticator  metadata  made available to all  FIDO compliant  applications  so that  they may build  risk-based 

policy into  their  implementation,  e.g.  setting  a higher level  of trust  when the device is protecting  the FIDO 

private  keys with  a restricted  operati ng environment.  

Upon user registration,  the authenticator  will  generate a personalized security  credential  (public/private  key 

pair)  specific  to the ASPSP and the public  key will  be uploaded to the ASPSPõs FIDO server:  

 

 

FIDO Registration 

 

3.4  Authentication  code 

With FIDO, the Authentication  Code described in the RTS is provided by the signed response that  the FIDO 

authenticator  calculates upon receiving a challenge message from the ASPSP FIDO server. It  is computed using 

the Personalized Security Credential  in a way that  it  can be verified  with  the public  key. The Authentication  

Code can only be generated by the Authenticator  ð never by any other  party.  

The verification  of the authentication  code by the ASPSP proves the possession of the device,  i.e  the FIDO 

authenticator.  Moreover, if  the device is a multifactor  authenticator,  the signed response will  only be 

https://fidoalliance.org/mds
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generated upon a positive  local user verification.  The verification  of the authentication  code by the ASPSP will  

thus prove the possession factor  as well as the knowledge or inherence factor ,  as mandated in Article  4 of the 

RTS. 

 

Dynamic linking 

For remote  payments, the RTS require  that  the transaction  amount and payee be dynamically  linked  to the 

authentication  code. The FIDO standards support this requirement  in two ways: 

1. The message sent by the FIDO server can include the amount,  payee ID and other  data. The signed 

response will  then cryptographically  link  this data to the authentication  code. 

2. FIDO Transaction Confirmation  can be used, when supported by the authenticator:  Such 

authenticators  will  be able to display the transaction  text  to the user and ask for  user approval.  

Successful approval is securely indicated  to the ASPSP. The ASPSP can cryptographically  verify  that  

the transaction  text  displayed to the user is identical  to the original  transaction  text  provided by the 

ASPSP. This concept implements  the òWhat-you-see-is-what-you-signó model.  

 

 

Dynamic Linking with  FIDO 

 

  



FIDO for  PSD2 - Providing for  a satisfactory  customer journey  

©FIDO Alliance 2018 Page 7  

4 The different authentication models 
The way the PSU is authenticated  has a direct  impact  on the customer journey,  when using the services of a 

PISP or AISP. It  may also have an impact  on the Open APIs and the interactions  between TPP and ASPSP. This is 

the reason why API specification  bodies such as the Berlin Group have analysed the customer journey  and 

defined  four different  authentication  models: 

1. Redirection model 

2. Decoupled model 

3. Embedded model 

4. Delegated model 

4.1  The redirection  model  

The redirection  model is an approach whereby the PSU starts interacting  with  a TPP and is redirected  on the 

same device to a web interface  of the ASPSP for  authentication.   

 

 

Example for  an account aggregator 

 

 

Example for  a payment initiator  

 

In this model,  the ASPSP manages the authentication  interactions  with  the PSU and handles the SCA 

autonomously. The Open APIs used by the TPP to interface  with  the ASPSP are not used for  SCA operations.  

App to app variant 

When the customer journey  is initiated  on a mobile device,  app-to-app redirection  is a considered model,  for  

example by the Open Banking Implementation  Entity  (OBIE) that  are to specify this model for  the UK Open 

APIs. 

 

 

App to app redirection , on a smartphone 
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Advantages of the redirection model 

Of all  the models which ASPSPs and TPPs can choose from,  the redirection  model is the most secure and most 

proven for  all  parties involved.  The key virtue  of the redirection  model is that  the user is trained  to only give 

their  credentials  to the service that  registered those credentials  in the fi rst place.  This avoids the pitfalls  of 

training  users to give their  credentials  to 3rd parties resulting  in the unintended consequence of making them,  

and the financial  ecosystem overall,  more vulnerable  to social engineering attacks.  

¶ For ASPSPs, redirection  offers  the ability  to be in full  control  of user authentication.  The ASPSP can 

re-use the authentication  method it  provides to its users when they access their  account directly  with  

the ASPSP. 

 

The ASPSP is also in control  of its schedule and may implement  its SCA solution as part  of its own 

compliance plan,  without  dependence on other  parties. Moreover,  as the model is independent  from 

other  parties, it  will  work with  any TPP connecting through the Open APIs. 

 

¶ For TPPs, redirection  offers  the use of proven standards, as well  as the ability  to make clear to 

consumers which role is played by a TPP in a transaction  and which role is played by the ASPSP. 

 

¶ For users, they have the comfort  and security  of authenticating  from the interface  of the ASPSP, 

which they may be used to and find  more trustworthy.  

 

¶ While other  models under consideration may prove both secure and commercially  viable in the future,  

the redirection  model is already recognized as an industry  best practice  easily deployed quickly  at 

scale and built  on a suite of well -established public  industry  standard protocols.  

The currently  published APIs, for  example from the Berlin Group, OBIE or STET support the redirection  model.  

 

4.2  The decoupled  model  

The user experience of the decoupled model approach to SCA is similar  to that  of the redirection  approach. 

The difference  is that  the ASPSP asks the PSU to authenticate  e.g.  via the ASPSPõs dedicated  mobile app or any 

other  application  or device which is independent  from the online banking fr ontend.  

In some cases, the decoupled model may improve the user experience as, when the PSU initiates  the service 

from a browser,  he/she will  stay in the TPP interface  of the browser.  

However, a common vulnerability  of all  decoupled methods, even when FIDO is being used, is opening the user 

to social engineering attacks know as session hijacking  and/ or man-in-the-middle.  This is because the website 

session on the laptop  is not bound to the mobile app session on the phone. Therefore  a user visiting  a fake 

website could be tricked  into  providing that  attacker  with  a valid SCA-compliant  authorization . A best practice  

would be for  the ASPSP to provide contextual  information  to the user on the decoupled device. 

For example,  for  payment initiation,  the userõs mobile phone should display the transaction  amount and payee 

so that  user authentication  and authorization  is granted only for  that  transaction.  
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Example for  payment initiation,  in the decoupled model 

 

For account aggregation, the userõs mobile phone should display information  on the TPP that  the user is 

authorizing  to access its accounts. 

 

Example for  account aggregation, in the decoupled model 

 

The pre-requisite  of the decoupled model is of course that  the PSU has a smartphone to provide consent by 

means of the SCA functionality  of the ASPSPõs app. As not all  users will  have a smartphone, the decoupled 

approach cannot be considered alone. 

 

4.3  Using FIDO in  the  redirection  or  decoupled  model  

The FIDO standards are designed to work in these models. Both the FIDO client  application  and server are 

operated by the ASPSP which is the òRelying Partyó in the FIDO terminology.  

The FIDO standards allow ASPSPs to provide a very simple customer experience with  a simple touch,  

fingerprint  scan or facial  recognition  to authenticate  the PSU ð while  eliminating  obstacles to an excellent  user 

experience.  

The simplified  sequence diagrams below illustrates  the interactions  between the three  parties,  the sequences 

in red corresponding to a high level  description  of the FIDO authentication:  
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FIDO authentication  in the redirection  model 

 

For the Decoupled model,  the FIDO standards can be used to digitally  sign the context  presented to the PSU to 

mitigate  the risk of social engineering attacks described above: 

 

FIDO authenticat ion in the decoupled model 

  


